1. Browsers that support TLS 1.2:
Chrome:  >= v30
IE:             >= v11 (v8-v10: Disabled by default) 
[bookmark: _GoBack]Firefox:   >= v27 (v23-v26: Disabled by default)

So, the customers need to upgrade their browsers to the above versions. 


1. How to enable TLS 1.2 in browsers where it is disabled by default?

As mentioned above, TLS 1.2 is disabled by default in some versions of browsers. 
In case you are using one such browser, you can enable TLS 1.2 in their browsers by following the steps below:

Enable TLS 1.2 in IE (v8-v10):

· Select Tools -> Internet Options.
· In the Internet Options box, select Advanced tab.
· In the Security category, make sure the check box ‘Use TLS 1.2’ is checked. 
· Click OK
· Exit and restart Internet Explorer.
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Enable TLS 1.2 in Firefox (v23-v26):

· Open Firefox 
· In the address bar, type about:config and press Enter 
· In the Search field, enter tls. Find and double-click the entry for security.tls.version.max 
· Set the integer value to 3 to enable usage of TLS 1.2 protocol.
· Click OK 
· Close the browser and restart.
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Preference Name ~ | status Type Value
devtoolsremote tls-handshake-timeout default integer 10000
network http.spdy.enforce-tis-profile default boolean  true
network proxy.proxy_over_tls default boolean  true
security.tisinsecure_fallback_hosts default string
security.tisunrestricted_rcd_fallback default boolean false
security.tisversion.fallback-limit default integer 3

security.tisversion.min default integer 1

services.sync.prefssyncsecurity tisversion.max default boolean  true

services.sync.prefssyncsecurity tisversion.min default boolean  true





